(43)B^MQ 
2005 *f 8 ft 11 0 (11.08.2005) 




PCT 



lllllllllllllllllllllllli 

(10) @®SM§I#*I 
WO 2005/074185 Al 



(si) m®#&#m 7 : 
(2D m&mm&^i 
(22) mmmmBz 

(25) ©»ajjgia>mg: 

(26) BK^M0)«B: 



H04L 9/08 

PCT/JP2005/001359 
2005 ^1 ^31 S (31.01.2005) 

B*g 



(30) fiSfcti^— 

t#SS2OO4-025386 2004 ^2 ^ 2 B (02.02.2004) JP 

(71) tliIgA(*S*»<±TCDji^@lCOlxT):«iTm 
Hit 3M*xC£tt (MATSUSHITA ELECTRIC INDUS- 
TRIAL CO^LTD.)[JP/JP]; T5718501 *B5JftF I lKrfT* 
=?FiJl 1 0 0 6 Sife Osaka (JP). 



(72) *E#;fccJ:tf 

(75) S&E#/fciiliIA (fcUfCO^TO)*): »WJtttB 
(NONAKA, Masao). *H ft- (FUTA, Yuichi). *Sl& 
5] (OHMORI, Motoji). ill m M (YAMADA, Shigeru). 
#± Sfe (DSOUE, Tetsuya). flB« (KUMAZAKI, 
Yoji). # (KUROIWA, Wataru). fa — (OI, 

Shin'ichi). a ffl /& (YOSHIDA, Osamu). 

(74) ftWXi KM IK*? (Nn,Hiromori); T 5320011 *0SJ& 

^B£m^JilKffi+ft3Te 1112 6#Si*IE;fcj£ 
-fe - If ;U 3 F 8rJ§Hfi3*#i¥*«r?Tl*3 Osaka (JP). 

(si) m&mm7jka>uiw>). ±x<omm<Dmft&mtf 

pTfg): AE, AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR, 
B W, BY, BZ, CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, 
DZ, EC, EE, EG, ES, Fl, GB, GD, GE, GH, GM, HR, HU, 
ID, IL, IN, IS, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, 
LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NI, 
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, 



= (54) TlUe: KEY DISTRIBUTION SYSTEM 
M (54) &E<D«fli: SIBfii/X^A 



SPGS 



SB 
n 



EMMG 



"9- 
I 




#sttNa ECM 



-13n 



_ 13b 
SK 



IT) 
00 



IT) 

o 
O 



1.. KEY DISTRIBUTION SYSTEM 
11.. KEY ISSUANCE CENTER 
SPGS.. SYSTEM PRIVATE VARIABLE GROUP SET 
EMMG.. INDIVIDUAL INFORMATION GROUP 
12.. SERVER 

10.. COMMUNICATION PATH 
ecm:. COMMON INFORMATION 
13a.. RECEIVER DEVICE 
SK.. SHARED KEY 

(57) Abstract: It was not possible to determine a clone source of unauthorized receiver devices. A key distribution system (1) of the 
present invention comprises a communication path (10), a key issuance center (1 1), a server (12), and a plurality of receiver devices 
(13a-13n). The key issuance center (1 1) distributes, to the server (12), a system private variable group set (SPGS) that is information 
necessary for distributing a shared key (SK) to the receiver devices (13a- 13n), while distributing, to the plurality of receiver devices 
(13a-13n), an individual information group (EMMG) necessary for receiving the shared key (SK) from the server (12). The server 
(12) produces the shared key (SK), also produces, based 
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on the shared key (SK) and system private variable group set (SPGS), a common information (ECM), and then distributes the common 
information (ECM) to the plurality of receiver devices (13a-13n). The receiver devices (13a-13n) acquire, based on the individual 
information group (EMMG) and common information (ECM), the shared key (SK) and output it to the exterior. 
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